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XXXXX Intranet Network

Requirements

Impossible d'afficher l'image. Votre ordinateur manque peut-être de mémoire pour ouvrir  
l'image ou l'image est endommagée. Redémarrez l'ordinateur, puis ouvrez à nouveau le  
fichier. Si le x rouge est toujours affiché, vous devrez peut-être supprimer l'image avant  
de la réinsérer.
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de la réinsérer.



XXXXX XXXXX sites in Latin America

XXXXX in LATIN AMERICA

Guatemala

Honduras

Mexico
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Colombia

Venezuela

Costa Rica

Brazil

Argentina

Peru



XXXXX REQUIREMENT 1

XXXXX HQ

(Argentina)

XXXXX

Argentina
XXXXX

Brazil

One single Intranet for XXXXX using VPNs over Internet

(current: 6 VPNs per site – future: 10 VPNs per site)

10 employees

10 employees

15 employees
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XXXXX

Mexico

XXXXX

Colombia

XXXXX

Honduras
XXXXX

Venezuela

10 employees

10 employees 5 employees

100 employees15 employees

New sites to come:

- Costa Rica

- Peru

- …

INTERNET



XXXXX REQUIREMENT 2

Wired and Wireless Local Area Network for each site

or switch
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or switch

ADSL

Modem



XXXXX REQUIREMENT 3

Remote Client Workstations can connect to each site over 

Internet

+
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Also: Lotus Domino Server and Lotus Notes Client

+
(HTTPS)

+ TELNET 

client

+ TELNET traffic



XXXXX REQUIREMENT 4

Remote Client Workstation uses Trusted Platform Module 

from Trusted Computing Group to establish VPN with 

XXXXX Intranet 

 20yy/20zz - XXXXX – TTTT TTTTTTTTT Page 6

Embedded 
Security 

Subsystem

(TPM)



XXXXX REQUIREMENT 5

One single “all-in-one” appliance between

Intranet Ethernet Switch

and

ADSL Modem for Internet 

or switch
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ADSL

Modem

Functions to cover:

- Firewall 

- MAC address filtering

- DHCP Server

- VPNs (between sites and with remote Client Workstations) management

- Remote Client Workstations reinforced authentication

- Wired LAN / Wireless LAN routing

- …



XXXXX REQUIREMENT 6

XXXXX HQ

(Argentina)

XXXXX

Argentina
XXXXX

Brazil

One single TCP/IP network for both Logical Security and 

Physical Security

10 employees

10 employees

15 employees

ALARM MONITORINGALARM MONITORING
& DATA MINING& DATA MINING
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INTERNETXXXXX

Mexico

XXXXX

Colombia

XXXXX

Honduras

XXXXX

Venezuela

10 employees

10 employees
5 employees

100 employees15 employees

New sites to come:

- Costa Rica

- Peru

- …



XXXXX REQUIREMENT 7

One single enrollment per employee for both Logical 

Security and Physical Security

One record

per

employee

CompanyXXXXX ID Card issuanceXXXXX ID Card issuance

andand

Employee’s workstation deliveryEmployee’s workstation delivery
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Employee’s

enrollment

(facial picture + 

fingerprint)

Employee

What you know:

- Passphrase for TPM

What you are:

- Fingerprint

What you have:

- Contactless

smartcard with

fingerprint



XXXXX Client Workstation in use

Bluetooth
embedded

GPRS
Bluetooth + GSM + GPRS phone

INTERNETINTERNET
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Embedded 
Security 

Subsystem

(TPM)

))) WLAN
embedded

AAAAAAAAAA



XXXXX Portable Enrollment Station in use

Software :

CCCCCCCCCC

Badge printer
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BBBBBBBBBBB

Melinex contactless badges

with fingerprint

template

Badge encoder

Employee

Impossible d'afficher l'image. Votre ordinateur manque peut-être de mémoire pour ouvrir l'image ou l'image  
est endommagée. Redémarrez l'ordinateur, puis ouvrez à nouveau le fichier. Si le x rouge est toujours affiché,  
vous devrez peut-être supprimer l'image avant de la réinsérer.



XXXXX Physical Access Control in use

Software :

UUUUUUUU

ZZZZZ controller

Door contact

Access control interface (RS485)

Exit pushbutton
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Contactless badge

with fingerprint

template

Fingerprint Reader

with Fake Finger

Detection (FFD)

XXXXX HQ

(Argentina)

ALARM ALARM 
MONITORINGMONITORING
& DATA MINING& DATA MINING

INTRANET

Contactless Contactless 

card readercard reader

Digital video

recorder


