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XXXXX / XXXXX sites in Latin America

XXXXX in LA™in AMERICA
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XXXXX / REQUIREMENT 1
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XXXXX / REQUIREMENT 4
ab

from Trusted Computlng é hsh VPN with
Intfanet

anhtptnu
passwords
of andpolnts.

Authentxation Integrity
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Policy decision poimt

© [T administrator sets platform configuration registers and other platform security policies
inside TPM chip.

© User platform boots up into a pristine state and performs self integrity measurements.
€ (Client requests network connection to the authentication server.

© The authentication server forwards the request to the integrity server, which performs
intagrity verification on the reported client platform integrity measurements.

O I the chent is found to be in the correct configuration (inckuding hardware, BIOS, operating
system, patches and anti-virus), the client is granted network access,

Embedded
Security
Subsystem

(TPM)
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Functions to cover:
- Firewall

- MAC address filtering
- DHCP Server

- Remote Client Workstations reinforced authentication
- Wired LAN / Wireless LAN routing
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- VPNs (between sites and with remote Client Workstations) management
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/ REQUIREMENT 7

One single enrollment per e
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What you know:
- Passphrase for TPM

What you are:
- Fingerprint

What you have:
- Contactless
smartcard with
fingerprint
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XXXXX / Client Workstation in use
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XXXXX / Portable Enrollment Station in use

Softwage :
QFCCCCCcccee

Melinex contactless badges
with fingerprint
template

Badge encoder
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XXXXX / Physical Access Control in use

77777 controller

Software :
Uuuuuuuuu

CqrNactless badge Fingerprint Reader Contactless
ghXingerprint with Fake Finger card reader
emplate Detection (FFD)

XXXXX HQ

(Arg(?ntina)
ALARM - :
MONITORING
& DATA MINING
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